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Trusted Research Environments (TREs) enable approved re-
searchers to securely analyse personal data, including Elec-
tronic Health Records (EHRs), under strict governance. The
accelerating use of Artificial Intelligence and Machine Learn-
ing in research with sensitive data, however, introduces novel
privacy and disclosure risks that traditional statistical disclo-
sure control methods cannot adequately address. This work
presents a comprehensive framework for managing these risks
throughout the full Al/ML project lifecycle within TREs. Or-
ganised across six phases—design, governance, development,
evaluation, disclosure control, and release—the framework
provides clear, phase-specific guidance and assigns explicit
responsibilities to all involved parties: researchers, project
teams, output checkers, data controllers, and TRE staff. The
RELEASE-AI contains 28 practical statements, each allocated
to a responsible role (e.g., researcher, TRE operator) and
prioritised using a modified MoSCoW model (Must, Should,
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Could). This prioritisation enables proportionate implementa-
tion according to risk and resource constraints. The frame-
work promotes early risk identification, proportionate mitiga-
tions, and good Al/ML practices, including robust code and
documentation standards, privacy-enhancing techniques (e.g.,
differential privacy), restricted model access via secure query
systems, licensing agreements, and pre-release adversarial test-
ing. It emphasises role-specific training to ensure effective im-
plementation. A novel tiering system for disclosure control is
proposed, categorising Al projects based on the likelihood of
attack and the severity of potential sensitive data leakage. By
integrating a lifecycle-focused risk management process with
this scalable disclosure control tiering system, the framework
enables innovative Al research while maintaining rigorous data
protection standards and sustaining public trust in the use of
sensitive personal information.
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