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Summary

This is the Supplementary File that supports the commentary paper, “A Review of
Synthetic Data Terminology for Privacy Preserving Use Cases”. It describes the
methodology and some key findings from the initial work that surveyed a range of
academic and public-facing grey literature to identify consistent and contested
terminology. The methodology for this work and reference list is detailed in this file.
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Academic Literature Search

Search Methodology

The academic literature search was conducted using the Cardiff University eLibrary system.

Within this system, the 'articles' filter (i.e., journal papers) was applied to all searches to ensure
that results focused on peer-reviewed academic sources. In cases where the number of results
under the 'articles' filter was limited, the 'books' filter was applied to expand the search scope.

Initial Search Term: Synthetic Data (20 reviewed sources)

The first two pages of search results were reviewed, and key terminology relevant to synthetic
data was extracted at the discretion of the reviewer. Terminology was recorded in an Excel
spreadsheet for further analysis. Articles that were adjacent to synthetic data but had an
alternative core focus to privacy-preserving synthetic data use cases (e.g., coding in Python,
seismographic models) were excluded from further review. After the initial review, the reference
lists of selected key articles were also examined to identify additional relevant sources. These
articles were considered to provide a more comprehensive overview of the topic, such as:

— Statistical Disclosure Limitation by Rubin (1993)
— Synthetic Data by Ragunathan (2020)

— Comparative Study of Differentially Private Synthetic Data Algorithms by Bowen &
Snoke (2021)

Secondary Search Terms (24 reviewed sources)

Following the initial search, additional search terms were included in a second search based on
their frequency of occurrence in the initially reviewed literature. To broaden the scope, each of
these secondary terms was searched in conjunction with "synthetic data" to ensure relevance to
the topic. The first two items of results for each search were reviewed, excluding articles with a
focus outside synthetic data.

The secondary search terms included:

— Full Synthesis

— Partial Synthesis

— High Fidelity

— Low Fidelity

— Multiple Imputation

— Differential Privacy

— Utility

— Microdata

— Monte Carlo Simulation
— Bayesian Networks

— Metadata

— BigData

— Generative Adversarial Networks (GANs)
— Atrtificial Intelligence

A full list of reviewed sources is provided in the ‘Academic Literature Reference List’ section.



Identification of Key Terminology

Key terms of interest across all 44 reviewed articles were identified and were defined as any
technical language, words, or phrases that seemed vague or not immediately apparent to a lay
audience. These terms were compiled into a single column list in Excel and sorted by their
frequency of mention. The top 10 terms were then elaborated in a separate document for
further analysis and explanation. These are displayed in Table 1.

Table 1: Top 10 terms from academic literature search

(Random) Noise 22.9%
Generative adversarial network (GANS) 20.8%
Utility 20.8%
Multiple Imputation 16.7%
Disclosure (risk) 16.7%
Full/Partial Synthesis 14.6%
Machine Learning 12.5%
Micro data 12.5%
Statistical disclosure 12.5%
Re-identification 10.4%
Bayesian Networks 8.3%

Monte Carlo (Simulation) 8.3%

Differential Privacy 6.25%

Some key findings included for the following terms:

— Noise
o This is often discussed in the context of differentially private generation methods,
however, often lacks concrete definitions across articles, assuming prior statistical
knowledge of the meaning
o Furthermore, despite the type of “noise”, e.g., Gaussian or exponentially
distributed, being important in the context of specific differential private
methods, the different types are not often discussed in these articles.
— Microdata
o This is often discussed in the context of statistical disclosure control and privacy-
preserving synthetic data without exact definition. It is not always clear if this
refers to the data of individuals and whether this would constitute personal data.



Definition Analysis for Synthetic Data and Utility
An in-depth analysis was conducted to examine how the terms synthetic data and utility are
defined and used across journal articles. Articles were systematically reviewed to determine:

a. Whether the term is mentioned

b. Whether it is explicitly defined

c. Whether sufficient context is provided to imply a definition

d. Whether no explicit definition or sufficient context is provided

A summary of this is in Table 2.

Table 2: Analysis of how ‘synthetic data’ and ‘utility’ are defined in academic literature

Term Mentioned in Explicit Sufficient No definition
source definition context to or context
imply
definition
Synthetic data 38/41 6/41 30/41 2/41
Utility 21/41 3/41 8/41 10/41

An example of definitions:

— Explicit definition of synthetic data:
“synthetic data: an artificial copy of the original data-set that ideally shares the same
statistical properties”
(Really Useful Synthetic Data: A Framework to Evaluate the Quality of
Differentially Private Synthetic Data, Arnold & Neunhoeffer 2021)

—  Contextually implied definition:
" Synthetic data, which retains the essential features of the actual data with some or
all of the values replaced by simulations from probability distributions, can be a way of
overcoming these difficulties”
(Practical data synthesis for large samples, Rabb et al 2016)

For articles where these terms were mentioned with explicit definition or context, the context in
which these were discussed were categorised and summarised below. Three articles couldn’t be
accessed in this follow-up review of papers, so only 41 were reviewed for these definitions

Synthetic data:
— No mention of ‘synthetic data’: 3/41
— Relationship to real data:
o Partially synthetic data: 2/41
o Based on real data: 30/41
o Not based on real data: 6/41



- Aims of synthetic data for 30 sources based on real data:

o 16/30 describe it as being artificially generated to preserve the statistical
properties of real data.

o 12/30 discuss synthetic data as preserving statistical properties while ensuring
privacy.

o 2/30 discuss its use to improve the quality of real data or augment datasets for
machine learning tasks.

Utility:
o Of the 41 articles, 21 mentioning utility:
o Explicit definitions (3 articles):
= Utility as beneficial to society.
= Utility as the similarity between synthetic and real data.
= Utility as usefulness and similarity to real data.
o Sufficient Context (8 articles):

= Often focused on specific use cases, utility measures, or metrics for
evaluation.

o There remaining 10 articles had no definitions or relevant context.

Overall summary:

- Explicit definitions for synthetic data are rare, however most articles provide sufficient
context to infer a definition.

- Atrticles highlight synthetic data types that are based on real data or no data and discuss
the statistical and privacy-preserving aims of synthetic data, though exact definitions vary
and may be contradictory.

— Utility is less frequently mentioned in synthetic data-related articles, with even fewer
explicit definitions.

- Contextual discussions about utility typically focus on utility measures, specific use cases,
and types of utility.



Grey Literature Search

Search Methodology

The grey literature search was conducted using Google's Advanced search function, to explore
key terminology used in the context of synthetic data across other public-facing material. For all
searches, the language was restricted to English with the instruction to look for the defined
search terms "allintext". There were no restrictions set on the type of sources to be returned at
the outset to maintain a broad scope.

Initial Search Term: Synthetic data (5 reviewed sources)

A preliminary web search using Google's Advanced search function for ‘synthetic data’,
‘simulated data’, ‘masked data’, or ‘mock data’ with no further restrictions was run. Following this,
five sources from this search were selected and were reviewed in depth to collect and identify
the terms, definitions, phrases not immediately apparent to a lay audience. These were selected
based on their relevance to the overall topic of synthetic data and the depth of content they
provided on the subject.

Secondary Search Terms: (112 reviewed sources)

Following the initial search, additional search terms were identified based on their frequency of
occurrence in the reviewed literature. Terms were compared between the academic and grey
literature, and minor adjustments were made for the appropriateness of the search. For example,
the reviewer considered 'Monte Carlo Simulation' too narrow a term to include in a general
literature search but felt it was important to search for 'usefulness,' as this term was more likely
to appear in non-academic literature.

To broaden the scope, each of these secondary terms was searched in conjunction with
"synthetic data" to ensure relevance to the topic. Approximately, the top 20 search results for
each search were reviewed. Web pages requiring sign-up/paywalls or containing incoherent
sources were then excluded, along with academic articles, online discussion forums and results
that repeated sources from previous searches.

The secondary search terms included:

— Synthesis (Synthesis or Full Synthesis or Partial Synthesis)

—  Mock data

—  Dummy data

— Fidelity (High Fidelity or Low Fidelity)

— Differential Privacy

- Utility

—  Usefulness

— Micro data

— Bayesian Networks

— Metadata

— BigData

— Generative Adversarial Networks (GANs)
— Atrtificial Intelligence Machine Learning (AIML)

A full list of reviewed sources are provided in the ‘Grey Literature Reference List’ section.



Identification of Key Terminology

The generative Al tool PopAi was specifically asked "what are the key words and definitions"
from the main body of texts in all literature results. This approach was used to maximize the
scope of the reviewed literature, in the time available. Where the tool picked out irrelevant text
(e.g., definitions from advertisements) these were removed. The identified keywords were then
ranked based on their frequency of appearance across literature and summarised in Table 3.

Table 3: Top search terms from grey literature search

Generative Adversarial Networks (GANs) 25.89%
Differential Privacy 19.64%
Synthetic Data Generation 16.96%
Utility 16.07%
Machine Learning 11.61%
Privacy 10.71%
Deep Learning 8.04%
Fidelity 8.05%
Synthetic Data vault 8.05%
Artificial Intelligence 7.14%
Anonymisation 7.14%
Bayesian Networks 6.25%

Definition Analysis for Secondary Search Terms

For each webpage identified using secondary search terms, the term (along with specific related
terms, where relevant) was examined using the Ctrl+F function. All mentions of the term were
reviewed to determine whether it was:

a. Mentioned in the source
Explicitly defined

c. Not explicitly defined but accompanied by sufficient context to imply a definition to the
reader

d. Neither explicitly defined nor accompanied by sufficient context

For example, sources discussing "high fidelity" do not always directly define terms like "fidelity"
or "high fidelity." However, they use these terms in the context of how closely synthetic data
resembles real data, allowing readers to infer a definition from the surrounding context. A
summary of this can be found in Table 4.

Table 4: Summary of how top terminology are mentioned in grey literature


https://www.popai.pro/

Search term No. Mentioned  Explicit Sufficient No
group sources in source definition context definition
toimply or
definition sufficient
context

Synthetic data / 11 Synthetic data 11 9 2 0
Synthesis Synthesis 11 2 1 8

Full synthesis / Fully | 6 4 2 0

synthetic data

Partial synthesis / 6 6 0 0

Partially synthetic

data
Mock data 8 Mock data 8 1 0 7
Dummy data 7 Dummy data 7 2 2 3

11 Fidelity 11 6 1 3

Fidelity Low fidelity 4 0 2 2

High fidelity 7 2 2 3
Differential privacy | 8 Differential privacy 8 8 0 0

5 Utility 5 1 4 0

Utility Utility 4 4 0 0

measure/metric
Usefulness 7 Usefulness 7 0 7 0
Micro data 9 Micro data 9 0 2 7
Bayesian Networks | 7 Bayesian Networks 7 5 2 0
Metadata 11 Metadata 11 2 1 8
Big Data 11 Big Data 11 0 0 11
GANS 9 GANS 9 8 0 1
AIML 9 AIML 9 0 0 9

Summary of findings:

— The term synthetic data is explicitly defined in 9 out of 11 reviewed sources, whereas
synthesis is explicitly defined in only 2 out of 11.
— Fully and partially synthetic data are discussed in 6 out of 11 sources. Partially synthetic
data is explicitly defined in 100% of sources that mention it, while fully synthetic data is
explicitly defined in only 4 out of 6 instances, often relying on contextual implications.
— Mock data is rarely explicitly defined, with only 1 out of 8 sources providing a definition.
Dummy data, on the other hand, shows a mix of definitions.
— Fidelity is explicitly defined in 6 out of 11 sources.
— High-fidelity and low-fidelity data are mentioned inconsistently. Low-fidelity data appears
in fewer sources and lacks explicit definitions, while high-fidelity data is explicitly defined
in only 2 out of 6 sources.




— Utility is generally not explicitly defined, although utility measures and metrics are
commonly well-articulated.

— Usefulness is not defined explicitly, but sufficient context is provided to infer its meaning.

— Techniques like differential privacy, Bayesian networks, and GANs are explicitly defined in
most reviewed sources.

— Concepts like microdata, metadata, big data, and Al/ML are typically not explicitly defined.
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