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Data governance for ethical usage of linked routine health data in South Africa:
balancing privacy and data sharing.
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The ability to collate data of healthcare clients from disparate
health information systems in the public health system in the
Western Cape province of South Africa presents opportunities
for improved healthcare outcomes, but it also necessitates the
development of systems to address risks related to the poten-
tial for data breach and privacy violations.

Here, we describe the data governance infrastructure for
the Provincial Health Data Centre (PHDC) in the Western
Cape Province of South Africa, which consolidates person-
level health data from various sources to support healthcare
management and research. We describe how PHDC data gov-
ernance protects sensitive health data by ensuring compliance
with privacy regulations and legislation, and demonstrate the
adoption of key pillars of data governance in order to imple-
ment policies and procedures that safeguard patient privacy
and promote responsible data use. We review downstream im-
pacts of data collation including improved continuity of care,
outbreak detection and research support, and how these may
be facilitated within the data governance infrastructure.

The presentation highlights the need to balance the po-
tential benefits of routine health data collation and secondary
use with managing the risks to privacy and security for health-
care clients, and describes how this is addressed by the PHDC.
Future areas to be considered include adoption of Trusted Re-
search Environments (TRE) and the use of synthetic data, as
well as identifying effective ways of enforcing data governance
policies and monitoring compliance levels.
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