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Abstract

Introduction

Using data in research often requires that the data first be de-identified, particularly in the case
of health data, which often include Personal Identifiable Information (PIl) and/or Personal Health
Identifying Information (PHII). There are established procedures for de-identifying structured data,
but de-identifying clinical notes, electronic health records, and other records that include free text
data is more complex. Several different ways to achieve this are documented in the literature. This
scoping review identifies categories of de-identification methods that can be used for free text data.

Methods

We adopted an established scoping review methodology to examine review articles published up to
May 9, 2022, in Ovid MEDLINE; Ovid Embase; Scopus; the ACM Digital Library; IEEE Explore; and
Compendex. Our research question was: What methods are used to de-identify free text data? Two
independent reviewers conducted title and abstract screening and full-text article screening using the
online review management tool Covidence.

Results

The initial literature search retrieved 3,312 articles, most of which focused primarily on structured
data. Eighteen publications describing methods of de-identification of free text data met the inclusion
criteria for our review. The majority of the included articles focused on removing categories of
personal health information identified by the Health Insurance Portability and Accountability Act
(HIPAA). The de-identification methods they described combined rule-based methods or machine
learning with other strategies such as deep learning.

Conclusion

Our review identifies and categorises de-identification methods for free text data as rule-based
methods, machine learning, deep learning and a combination of these and other approaches. Most
of the articles we found in our search refer to de-identification methods that target some or all
categories of PHII. Our review also highlights how de-identification systems for free text data have
evolved over time and points to hybrid approaches as the most promising approach for the future.
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Introduction

The production, collection and use of population data
for research is becoming more prevalent across multiple
sectors, but particularly in health and healthcare [1-
3]. For example, the use of electronic health records
has seen a significant increase among researchers and
clinicians [4, 5]. However, population datasets often contain
Personal Identifiable Information (PIl) and/or Personal Health
Identifying Information (PHII), which researchers have the
responsibility to keep confidential. In Canada, the use of
population data containing PIl and PHIl in research is
governed by the Canadian Tri-Council Policy Statement
on Ethical Conduct for Research Involving Humans, which
includes three core principles: respect for persons, concern for
welfare, and justice [6]. One effective way to preserve privacy
and abide by this ethical framework is to de-identify the data
before it is used in research. De-identification refers to the
removal or masking of PIl/PHII in a dataset and for research
purposes, it may be preferable to anonymisation, a process
that eliminates all identifying details in a data record with no
way of back-tracking to link related data records together [7].
When a record number, file number or other encrypted linkage
tool is retained in the original data, the data are not referred
to as ‘anonymised’ but are instead 'de-identified’ and can be
used in data linkage applications.

The federally mandated Freedom of Information and
Protection of Privacy Act (FIPPA) and the provincially
mandated Personal Health Information Act (PHIA) provide
definitions of PIl and PHII and set out guidelines to inform the
process of de-identifying structured data [7]. Structured data
are organised into specific value sets and are typically stored
in a database [8]. Meanwhile, unstructured or free text data
do not have pre-defined values; for example, reports created
by physicians may contain free text data that vary widely in
structure and content [8]. Currently, there is very little formal
guidance available on how to de-identify free text data, and
none that we could find that differentiates PIl and PHII in
the de-identification process. In this matter, the distinction
between PIl (recorded information that could identify an
individual or groups of individuals) and PHII (specific health
information about an individual or groups of individuals) is
important, because specific approaches for de-identification
are needed if health information is present in the data [8] (see
Table 1 for examples [9]).

The natural language processing (NLP) research community
has made great strides in developing methods for automatically
de-identifying data. There are currently two primary
approaches in use:

1. Rule-based methods use pattern-matching with set
conditions to satisfy a rule [7]. A rule-based method
could, for example, be used to find names, addresses,
or email addresses in data records. Advantages to rule-
based methods include that they are relatively simple
to create and do not require labelled data [10], and
certain sub-types (e.g., generalisation, suppression, and
data perturbation) can also be used to prevent individual
records from being traced back and re-identified, if this is
an important aspect of the research study [10]. However,
developing rules can be time-consuming since it is

difficult to include all possible examples in the rules, and
the experts who design the rules may make assumptions
about the data that could limit the effectiveness of the
de-identification process [11].

2. Machine learning (ML) /statistical learning methods
use probabilistic or classification modelling to describe
the structure of data or generate predictions based
on inputs from a dataset. Machine/statistical learning
algorithms are classified as either supervised or
unsupervised. Supervised ML requires that a sample of
data be labelled manually to support the model. The
advantage of supervised ML approaches is that they
automatically learn sophisticated pattern recognition
[12]. However, it can be more difficult to identify sources
of error in unsupervised deep learning ML model than in
a rule-based approach. In addition, when it comes to rare
types of information, ML methods can also have a lower
performance compared to rule-based methods [11].

These two methods can be used for de-identification of
both structured and free text data. De-identifying structured
data is a relatively straight-forward process compared to de-
identifying free text data, because structured data typically
have a limited number of clearly identified fields; in addition,
there is some literature to inform and guide the process [7].
De-identifying free text data, however, may necessitate a
more sophisticated approach, since identifying information
may occur anywhere in the free text and may include either
PIl or PHII or both. Some researchers have developed hybrid
approaches in an attempt to combine the advantages of
rule-based and ML methods for de-identification of PHII
[11]. The hybrid approaches take advantage of the fact that
certain types of PHII exhibit predictable lexical patterns and
thus lend themselves well to de-identification via rule-based
methods, whereas other frequently encountered PHII types,
particularly those with unpredictable lexical variations, are
more amenable to machine learning approaches [13]. More
recently, the use of deep learning methods has been explored
to de-identify electronic health records [14]. These methods
have the ability to learn the most relevant features from the
raw data, minimising the need for human input and making
the pre-processing and feature engineering steps less time
consuming [15].

Data de-identification techniques are advancing quickly
and have a growing number of applications in research
settings. In this scoping review, we provide an overview of
what is known about NLP methods used to de-identify free
text data.

Methods

We based our scoping review approach on Arksey and
O'Malley’s (2005) well-established scoping review framework,
which comprises five stages [16]: identifying the research
question; identifying relevant studies; study selection; charting
the data; and collating, summarising, and reporting the
results. Our research question was: What methods are used
to de-identify free text data?
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Table 1: Examples of personal identifiable information and personal health identifying information

Personal ldentifiable Information (Pll):

e Name, contact information
e Age, sex, sexual orientation, martial or family status

e Ancestry, race, colour, nationality, national or ethnic origin

e Religion, creed, religious belief, association, or activity

Personal Health Identifying Information (PHII):

e An individual's health or health care history, including genetic information about the individual

e The provision of health care to the individual

e Payment for health care provided to the individual, including personal health information number (PHIN) and any
other identifying number, symbol or particular assigned to an individual

e Any identifying information about the individual collected in the course of, and incidental to, the provision of health

care or payment for health care

Search strategy

A professional librarian and research coordinator developed
the search strategy. Initially, one search strategy was tailored
to the health database Ovid MEDLINE, and another was
tailored to the ACM Digital Library, a computing literature
database. Both strategies were independently peer-reviewed
according to the Peer Review of Electronic Search Strategies
(PRESS) checklist by a second librarian with the required
subject specialisation [17]. The final search strategies were
translated for use in Ovid Embase; Scopus; IEEE Explore;
and Compendex. All searches were conducted on May 9,
2022. No date limits were used. The MEDLINE and Embase
searches were limited to English language publications.
Complete search histories for each database are available
online (http://hdl.handle.net/1993/37168).

Article screening and selection

Using the study selection criteria in Table 2, two independent
reviewers examined the titles and abstracts of the search
results. Articles that were ambiguous were discussed with the
research coordinator and a consensus decision was reached on
whether or not to include them in full-text article screening.
The two reviewers then completed full-text article screening
on the selected articles.

Data extraction and analysis

The data categories we extracted are presented in Table 3.
We analysed and summarised the results in accordance with

the PRISMA-ScR reporting checklist [18]. The data analysis
was designed to provide an overview of methods used for
de-identifying free text data.

Results

Article screening and selection

As shown in Figure 1, we identified 3,312 articles in the initial
search, and removed 329 duplicates. The two reviewers had
a 95.5% agreement rate during title and abstract screening;
4.2% (124) of the initial search results were included at this
stage. After full-text article screening, 14.5% (18) of the 124
articles met the specified criteria and were included in the
scoping review.

Article characteristics

Of the 18 included articles, twelve were from the computer
science literature. Most (83%) were literature reviews.
The other information we planned to extract was scantily
available — only three of the 18 articles mentioned the
databases and registers the authors used for their searches,
two articles provided information regarding the year of
publication of the primary articles, number of articles or the
percentage of the articles included in their review, and another
three articles indicated what inclusion/exclusion criteria the
authors used. Table 4 presents more details on these latter
articles.

Table 2: Study selection criteria

Inclusion criteria

Exclusion criteria

e Studies published in English e Focused on the accuracy and representability of the text after de-identification

e Discusses methods of de-identification .
e Focused on free text data °
e Review article °

Focused on privacy and less on the method of de-identification
Used de-identified text for data
Focused on cryptography de-identification methods
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Table 3: Data categories extracted

Article Information

Type of review

e Number of articles cited in the review article

Any mention of legal framework or guidelines

Type of PlI/PHII addressed
Type of text data (medical [e.g., EHR, safety reports], social media, other)
De-identification methods
Evaluation metrics for the de-identification outcome

Publication year range of articles included in the review
Inclusion/exclusion criteria that the review article used

Journal discipline (medicine, computer science, both, other)

Identification

Screening

Figure 1: PRISMA diagram — article search and selection process

Records identified from:
MEDLINE (n=86)
Embase (n=125)
Scopus (n=272)

ACM Digital Library (n=1,883)

IEEE Xplore (n=343)
Compendex (n=603)

A 4

Titles and abstracts screened

(n=2,983)

Articles sought for retrieval
(n=124)

Full-text articles assessed for
eligibility
(n=123)

\4

Articles included in review
(n=18)

Legal framework or guidelines mentioned

Of the 18

included articles, 12 mentioned legal

Records removed before
screening (duplicates)
(n=329)

acts

governing data privacy. The Health Insurance Portability and

Records excluded
(n=2,859)

Articles not
retrieved
(n=1)

Articles excluded:
Do not discuss free text data (n=45)
Not a review article (n=19)
Do not discuss methods of de-identification (n=15)
Focus on privacy instead of methods of de-identification (n=14)
Discuss blockchain methods (n=6)
Discuss cryptography methods (n=3)
Focus on data quality instead of de-identification (n=2)
Not written in English (n=1)

Accountability Act (HIPAA) was mentioned in nine articles
(75%), and four (33%) of the articles considered the European
Union's General Data Protection Regulation (GDPR). The
remaining legal acts mentioned were from Canada, China,
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Table 4: Characteristics of the articles that reported inclusion and exclusion criteria

Databases/ . S . I

Author registries searched Type of review Year range Inclusion criteria Exclusion criteria Number of articles included

Meystre et PubMed, Literature 1995-2010 Key terms: de-identification, Focused on structured data, 18

al., 2010 conference review anonymisation, text scrubbing, radiological or face image

[19] proceedings, ACM narrative text, and/or de-identification, manual

Digital Library automated text de-identification
de-identification. For the ACM
Digital Library, the same terms
were used, with the addition of
medical, medicine, biomedical
or clinical.

Shickel et Google Scholar Literature Up to August  Key terms: Electronic health Not described. 44 articles on privacy-

al., 2017 review 2017 records (EHRs) or electronic preserving methods,

[15] medical records (EMR) in including cryptography-based
conjunction with deep learning methods, and approximately
or a specific deep learning 4 articles on anonymisation
method (e.g., recurrent neural methods of de-identification
network [RNN]). (exact number not specified in

article).

Kushida et BIOSIS Previews, Systematic Up to June Key terms: De-identify, Citations for non-relevant 45

al., 2012 CINAHL, Inspec, review 30, 2011 de-identification, anonymise, article types (e.g., reviews,

[20] MEDLINE, anonymisation, data scrubbing, opinions, editorials, or

SciVerse, Scopus, and text scrubbing. Reviewed =~ commentaries), outside medical
Web of Science additional articles extracted records domain,
from references of articles from de-identification, or
search. anonymisation strategy lacked
sufficient detail to understand
or interpret it.

Australia and New Zealand — see Table 5 for more eight articles mentioned big data [12, 28, 30-35] but did not

details. elaborate further on data type. Two articles mentioned both

Types of Pll and PHII

Seventeen articles mentioned different types of PIl and PHII
(Table 6).Eight of these articles identified methods that de-
identified protected health information according to all 18
categories of HIPAA [15, 19-21, 23, 24, 26, 29] while others

health data and big data [22, 27].

Methods of de-identification for free text data

The de-identification approaches for free text data we found
in the literature can be categorised into four overlapping

groups: rule-based methods, ML methods, deep learning (a
subset of machine learning) methods, and hybrid methods.
The non-automated rule-based learning approaches used
are summarised in Table 8, and all other de-identification
approaches and system/software packages mentioned are
presented in Table 9.

identified some of the HIPAA categories (Table 7).

Types of free text data

Of the 18 articles, eight examined free text health data
from electronic health records [15, 19-21, 23-26]. Another

Table 5: Legal frameworks or guidelines referred to in the articles

Legal framework or guidelines mentioned Article(s)

[12, 15, 10-25, 25-28]
[12, 22, 23, 26]

Health Insurance Portability and Accountability Act (HIPAA)
General Data Protection Regulation (GDPR)

Health Information Technology for Economic and Clinical Health (HITECH)Act [21, 23]
Personal Information Protection and Electronic Documents Act (PIPEDA) [12, 23]
Consumer Data Right [23]
China Civil Code [23]
Medical Practitioners Act

Personal Information Protection Law [23]
Regulations on Medical Records Management In Medical Institutions [23]
Children’s Online Privacy Protection Act [12]
Genetic Information Non-discrimination Act [21]
Gramm-Leach-Bliley Act [12]
Health Information Privacy Code [26]
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Table 6: Types of PlI/PHII referred to in the articles

Types of PII/PHII Article(s)
Individuals’ identifiers (such as credit card records) and interaction privacy (e.g., use of voice/fingerprint) [30]
Key attributes (e.g., ID, name, social security), quasi-identifiers (e.g., birth date, zip code, position, job, blood [12, 31-33]
type), sensitive attributes (e.g., salary, medical examinations, credit card releases)

7 types of PHII, including personal names, ages, geographical locations, hospitals and healthcare organisations, [19]
dates, contact information, IDs

PHI: patient name, phone number, physician name, medical history. PIl: names, addresses, contact numbers [22]
18 categories of PHI according to HIPAA, quasi-identifiers, 9 categories of personal information according to [23]
China Civil Code (name, birthday, ID number, biometric information, home address, phone number, email

address, health condition information, and personal tracking information)

PHI according to HIPAA, doctor's name and years extracted from dates [20]
Direct identifiers (e.g., name, mailing address, email, social security number, phone number or driver's license [27, 28]

number) and indirect identifiers (e.g., birth date, postal code, and sex)

Table 7: HIPAA categories

e Names

e All geographical subdivisions smaller than a state except the first two digits of the zip code

e All elements of dates (except year)
e Telephone numbers

e Fax numbers

e Electronic mail addresses

e Social security numbers

e Medical record numbers

e Health plan numbers

e Account numbers

o Certificate/license numbers

e Vehicle identifiers or serial numbers, including plate numbers

e Device identifiers or serial numbers

e Web URLs

e Internet protocol addresses

e Biometric identifiers

e Full-face photographs and comparable images

e Any other unique identifying number, characteristic, or code

Nine articles referred to methods like rule-based automated
learning, i.e., methods created to de-identify text data
automatically using HMS Scrubber, an open-source de-
identification tool that employs a three-step process to
remove PHIl from medical documents [36], and DE-ID rule-
based automated system that uses sets of rules, pattern-
matching algorithms, and dictionaries to identify PHII in
medical documents [19-21]. Machine learning approaches such
as MIST (MITRE Identification Scrubber Toolkit, software
that uses samples of de-identified text that enable it to
learn contextual features that are necessary for accuracy)
were mentioned in four articles, [19-21, 24] the Health
Information De-identification (HIDE) system was mentioned
in two articles [19, 20].

System/software packages containing de-identification
methods can also be further divided into specific heuristic,

pattern-based and statistical learning-based systems. The
systems based on deep learning use a combination of specific
de-identification approaches. Some articles also mentioned
hybrid systems that achieved outstanding results in various
natural language processing challenges pertaining to de-
identification. For example, systems developed for the 2014
i2b2 challenge is a hybrid system based on machine learning
and rule-based methods [13, 37-39].

Evaluation metrics

The metrics mentioned to measure performance by the
articles are presented in Table 10. Six out of the 18 articles
mentioned evaluation metrics for assessing the performance
of NLP de-identification approaches. Some articles used terms
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Table 8: Rule-based de-identification approaches in the included articles

De-ldentification

Rule-based learning methods Article(s)

process
Anonymisation e K-anonymity, I-diversity, t-closeness and M-variance [12, 23, 30-35]
Models e [3—likeness and suppression (12]

o Cluster-based Missing and Value Imputation [34]

e Differential privacy Eg%

e Fuzzy-based (clustering)
Data Perturbation e Value-based (e.g., uniform perturbation, probability distribution/ [27, 30, 32]

randomisation) [27, 31]
e Dimension-based (e.g., random rotation transformation, random [23, 27, 33]

projection)
e Randomisation

Table 9: Additional categories of de-identification approaches in the included articles, including systems and software

Rule-Based automated Machine learning

Deep learning

Hybrid

e DE-ID [40-42] e Software based on machine

National Library of Medicine
Scrubber [43, 44]

Privacy Analytics Risk
Assessment Tool [45]

HMS Scrubber [36, 46-48]
MEDTAG [49, 50]

Regenstrief Institute System [51]
Concept-Match [52, 53]

VA system [54]

Encryption Broker Software [56]
Medical information
anonymisation [57]
N-Sanitisation [58]

Medical De-identification System
(MEDs) [59, 60]

MedLEE [42, 61]

Deid-Swe [62]

learning for the CEGS N-GRID
2016 de-id shared task [55]
MIST (ldentification Scrubber
Toolkit) [63, 64]

Stat De-id [65]

UCLA system [66]

System for the 2006 i2b2
de-identification challenge (based
on the Conditional Random Field
(67]

HIDE [68]

System for the 2006 i2b2
de-identification challenge (based

on Support Vector Machine
method) [25, 69-71]

System for the 2006 i2b2
de-identification challenge (based
on Decision Tree method) [72, 73]
Health Information
DE-identification [74]

Hidden Markov Models based
tagger [71, 75]

HitzalMed [42]

Hidden Markov Model using
Dirichlet Process [71]

Systems based on MALLET and
conditional random field (CRF)
[76]

NeuroNER [64]

System based on Bi-directional
Long Short-Term Memory [47, 64]
Frequency-filtering-based system
[53, 54]

Systems based on Bidirectional
Encoder Representations from
Transformers and Multilingual
Bidirectional Encoder
Representations from
Transformers [59]

Systems based on two variants
(Elman and Jordan) of RNN [74]
Text Skeleton-Recurrent Neural
Network (Combination of RNN
and text skeleton) [74]

Transfer learning with RNN [77]

System for the 2014 i2b2 de-
identification challenge [37, 54, 73]
System based on CRF and Bi-
LSTM [48, 49, 64]

System based on the combination
of convolutional neural network,
Bi-LSTM, and CRF [78]

System for the 2014 i2b2 de-
identification challenge (based on
combination of CRF and rule-
based approaches) [13, 37-39]
System for the 2016 i2b2 de-
identification challenge [13, 20, 58]

Multilevel Hybrid Semi-Supervised

Learning Approach (MLHSLA)
(62]

System based on mDEID and
CIiDEID [79]

System for the 2016 i2b2 de-
identification challenge (based on
Bi-LSTM, CRF, and rule-based
approaches) [80]

System based on Bi-LSTM and
human-engineered features from
EHRs [81]

commonly used in the computer science literature such as
recall and precision while others used terms that have the
same meaning from epidemiology such as sensitivity and
specificity. Additionally, while the articles discuss the same
metrics, some of them use different formulas in varying
contexts. For instance, in Kushida et al. (2012), the term
precision is employed to evaluate the performance of Stat
De-id, a statistical learning-based system originally introduced
in Uzuner et al. (2008) [20, 65]. However, in Meystre et al.

(2010), the precision formula is not provided, but instead,
reference is made to how HMS Scrubber was evaluated by
Beckwith et al. (2006) [19, 36].

Discussion

Free text data contain a wealth of information that is valuable
in research. To take full advantage of this information,
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Table 10: NLP metrics mentioned in the included articles

Evaluation metric Articles
e Precision [19, 20, 24, 25]
e Accuracy [15, 20]
e Area under ROC curve (15, 20]
[15, 20]

e Sensitivity [15. 19, 20, 24-26]

[15, 19, 20, 24, 25]
19, 20]

e F-measure
e Recall
e Specificity

de-identification approaches for free text data must ensure
the privacy and confidentiality of individuals described
in the data. The discussion of de-identification of data
in health research previously focused on structured data.
The growth and importance of free text data in health
records and health research has resulted in the need for
advances in de-identification approaches. This scoping review
of reviews identifies published de-identification methods for
free text data. We have categorized the methods as rule-
based methods, machine learning, deep learning and a
combination of these and other approaches. Most of the
articles we found in our search refer to de-identification
methods (primarily rule-based and machine learning methods)
that target some or all categories of PHII defined
by HIPAA.

In general, experts in the field are using rule-based methods
with anonymisation models to de-identify data; in particular,
they use K-anonymity, I-diversity and t-closeness. Sakpere et
al. (2014) assert that K-anonymity methods are best suited
for data stream anonymity, such as phone numbers [31].
However, Senosi et al. (2017) found that researchers only
give anonymisation strategies an average rating for protecting
privacy [32]. Additionally, Stubbs et al. (2015) observes that
even if automated rule-based solutions are beneficial, some
PHII is still included in the data since the success of the
de-identification process depends on the dictionaries used
[25]. Yogarajan et al. (2020) argues that machine learning
methods for de-identification need to improve in areas such
as maintaining correctness and usability of data [26]. Meystre
et al. (2010) states that machine learning methods combined
with rule-based approaches such as HMS Scrubber perform
better than a single method at de-identification of free text
data [19].

Recently published articles reviewed a number of
approaches, including systems based on machine learning
and hybrid systems that use a combination of different de-
identification methods, including deep learning methods (e.g.,
NeuroNER and Bidirectional Encoder Representations from
Transformers (BERT) [22, 26]. Shickel et al. (2018) found
systems based on deep learning performed better than other
methods on lexical features [15]. However, deep learning
techniques require large datasets to perform effectively
[15]. Deep learning methods also make validating accuracy
challenging due to the nature of the method. While they
do represent significant progress in de-identification, the size
of the required datasets for acceptable performance is an
important limitation.

Conclusion

This scoping review provides an overview of de-identification
methods for free text data. As computation power and
the availability of free text from electronic health records
have increased, the importance of de-identification methods
in advancing the use of text data for research has also
grown. While this review sought to classify de-identification
techniques, no single approach or rule-based method was
found to meet the high standards required to address the
needs of research privacy regulators in protecting the privacy
of patients since no single approach could reliably de-identify
all PHII in population data records [20]. The combination
of multiple tools in a hybrid format appears to be the most
promising future direction.
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