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Abstract

Introduction
Around the world, many organisations are working on ways to increase the use, sharing, and reuse
of person-level data for research, evaluation, planning, and innovation while ensuring that data are
secure and privacy is protected. As a contribution to broader efforts to improve data governance
and management, in 2020 members of our team published 12 minimum specification essential
requirements (min specs) to provide practical guidance for organisations establishing or operating
data trusts and other forms of data infrastructure.

Approach and Aims
We convened an international team, consisting mostly of participants from Canada and the United
States of America, to test and refine the original 12 min specs. Twenty-three (23) data-focused
organisations and initiatives recorded the various ways they address the min specs. Sub-teams
analysed the results, used the findings to make improvements to the min specs, and identified
materials to support organisations/initiatives in addressing the min specs.

Results
Analyses and discussion led to an updated set of 15 min specs covering five categories: one min spec
for Legal, five for Governance, four for Management, two for Data Users, and three for Stakeholder &
Public Engagement. Multiple changes were made to make the min specs language more technically
complete and precise. The updated set of 15 min specs has been integrated into a Canadian national
standard that, to our knowledge, is the first to include requirements for public engagement and
Indigenous Data Sovereignty.

Conclusions
The testing and refinement of the min specs led to significant additions and improvements. The
min specs helped the 23 organisations/initiatives involved in this project communicate and compare
how they achieve responsible and trustworthy data governance and management. By extension, the
min specs, and the Canadian national standard based on them, are likely to be useful for other
data-focused organisations and initiatives.
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Introduction

There is growing recognition that significant public benefits
could be realised through increased use, sharing, and re-use of
person-level data for research and innovation [1–6]. For these
benefits to be realised, data governance and management
must ensure that data are stewarded properly, e.g., data are
secure, privacy is protected and lawful, data are not misused,
and appropriate technical controls and oversight mechanisms
are in place [7–13].

Data subjects – the people whom the data are from
and about – need assurance that there are system- and
organisation-level controls to protect their privacy and
other interests [14–22]. Organisations and initiatives that
collect or disclose data (i.e., make it available or release
it to another organisation or person [23]) need assurance
that potential partners and data users fulfill essential
requirements for responsible and trustworthy data governance
and management [8, 11].

Data trusts, data repositories, and other data collaborations
can take many different forms. Some are focused on particular
areas of analysis or interest, such as smart cities, or
birth cohorts, while others are deliberately broad. Some
organisations/initiatives work with data that are obtained
with consent from the data subjects and/or data that
contain identifying information, others work with coded or
de-identified administrative data collected and used without
express consent from the data subjects. Some bring data
together in a single location for analysis, others function as
federated models where data remain in place and queries are
sent to data. Some organisations/initiatives do not hold data
themselves but play a role in helping data users understand
where and how to access data held by other organisations.
Despite this variety in form, our team contends that there are
fundamental commonalities in functions to support responsible
data use, sharing, and re-use in privacy-preserving and
transparent ways that produce public value.

There are published frameworks and principles related
to data governance and management including the Five
Safes framework, the TRUST principles, and the FAIR
principles [24–26]. Consistent with the definitions of
“framework” and “principles,” these resources provide
fundamental structures and foundations for data governance
and management systems. However, principles and frameworks
do not necessarily translate into discernible requirements
or standards, and it is not always possible to assess the
compatibility of organisations for data sharing, data disclosure,
or expanded uses of data based solely on the principles
or frameworks they reference. Accordingly, our objective
was to complement existing frameworks and principles by
providing practical guidance that helps with the tangible
aspects of responsible data governance and management by
(i) identifying essential requirements that are (or should be)
addressed by all data-focused organisations/initiatives, (ii)
providing support to help organisations/initiatives understand
how to address the essential requirements, and (iii) presenting
examples of how organisations/initiatives can communicate
practices related to the essential requirements to their
stakeholders, including members of the public.

We are building upon a project undertaken from 2019 to
2020 by a team of people in Canada, including five of the

co-authors of this paper. That team used a facilitated process
to establish minimum specification requirements (“min specs”)
which are one of the “liberating structures” associated with
complexity theory [27]. Min specs define essential requirements
in the least prescriptive way possible in order to allow the
maximum possible room for innovation and adaptation [28].
Combining first-hand experience stewarding data in Canada
with a synthesis of concepts from the literature, the team
published a peer-reviewed feature paper in 2020 which
identified 12 min specs in five requirement categories: one min
spec for Legal, four for Governance, three for Management,
two for Data Users, and two for Stakeholder & Public
Engagement [29].

There have been important developments since 2020,
including increased use of the term “data trust” in academic
publishing and movement toward using the term to refer to
legal entities modelled on trust law, i.e., with trustees and
beneficiaries [30–32].

Equally important is work focused on involving communities
and community perspectives in policy and practice decisions
about data. One rights-focused aspect of this is about
supporting Indigenous Data Sovereignty and the right to self-
determination consistent with the United Nations Declaration
on the Rights of Indigenous Peoples and related legislation [33–
38]. The CARE principles provide guidance for data from or
about Indigenous Peoples and the First Nations principles of
OCAP (ownership, control, access, and possession) have been
developed specifically by and for First Nations [39–41].

There are also calls for race- and ethnicity-based data
and other “disaggregated data” which have increased in
the context of the disproportionate effects of COVID-19
pandemic on certain communities [42–44]. The Engagement
Governance, Access and Protection (EGAP) Framework is
an example of guidance for data from or about Black
people [45]. The “Accessibility Ecosystem”, co-developed with
people with disabilities, includes a “Trusted Authority” for
data governance that includes people with disabilities and a
“Community Platform” to provide a simple and clear way for
community members to contribute their knowledge, expertise
and constructive criticism about accessibility in Ontario,
Canada [46–48].

We acknowledge and support the data governance
and management guidance that has been developed by
communities and realised that the 2020 min specs were
incomplete in that they did not direct data-focused
organisations/initiatives to follow community-led guidance or
involve colonised and/or historically marginalised publics in
data governance and management.

Accordingly, based on these developments and understanding
that the original 12 essential requirements would be improved
through use, we initiated work on a second project to test and
refine the min specs with a larger team, including people and
organisations/initiatives from outside of Canada and people
and organisations/initiatives focused on data from outside of
the health sector.

Approach and aims

To increase the diversity of the types of organisations involved,
all participants from the 2019–2020 project were invited to
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participate and encouraged to invite additional organisations
and individuals to join the team for this second project.

A kick-off meeting was held in April 2021 with 79
participants. The objectives of the meeting were to review the
12 min specs published in 2020 and discuss and agree on a
plan which included:

1. Data Collection. Establish and use a template to
collect information about how various data-focused
organisations/initiatives address the 12 min specs.

2. Analysis. Establish five analysis sub-teams, one for
each of the five min specs categories, to identify
commonalities and differences in terms of how min specs
were fulfilled and to identify revisions and additions to
strengthen the min specs.

3. Synthesis of findings. Bring together and refine
preliminary findings from the analysis sub-teams through
meetings and collaboration on online documents.

4. Final outputs and knowledge translation. Preparation of
this paper and supporting the integration of the min
specs into a Canadian national standard – CAN/DGSI
100-7:2023, Data governance – Part 7: Operating
model for responsible data stewardship – developed
and published by the the Digital Governance Standards
Institute (formerly the CIO Strategy Council) [49].

Work was led by a core team consisting of three Co-Principal
Investigators [PAP, MJS, KM], plus the analysis sub-team
leads [MC, DCM, KM, CP, PAP, TS] and a coordinator [SK].
In addition to core team meetings, there were 14 meetings
between April 2021 and December 2021; two meetings of the
whole project team, two meetings of the entire analysis team
(48 people involved in completing and analysing templates),
and nine analysis sub-team meetings. Recordings of meetings
were made available to support the participation of people
across multiple time zones.

Completed templates were received from the 23
participating organisations/initiatives identified in Box 1 and
Appendix A.

Results
Analyses and discussion led to the articulation of 15 min specs
(see Box 2 for min specs in short form, and the subheadings
below, Table 1, and Appendix B for the full text of each of
the min specs).

The total count of min specs increased from 12 to
15 because of the addition of one new Governance min
spec focused on Indigenous Data Sovereignty, one new
Management min spec focused on metadata and data
documentation, and the division of a single Stakeholder &
Public Engagement min spec into two separate min specs for
stakeholder engagement and public engagement, respectively.

Among other changes, we stopped using the term “data
trust” as an umbrella label for all forms of data infrastructure
for two reasons. Foremost, our objective was to create
guidance that could be applied widely, and there is a growing
literature that uses the term “data trust” to refer specifically to
legal entities based on trust law that have defined beneficiaries

and trustees with fiduciary duties [30–32]. Secondly, members
of the Health Data Research Network Canada Public Advisory
Council had negative reactions to the term “data trust”, noting
the potential for it to be misinterpreted as being associated
with financial services.

Our team was not able to identify any single term or
label that would encompass the many different approaches and
operational models for data use, data sharing, and data re-use
that are in intended to be in-scope for the min specs. For
example, the term “data repository” could be misleading for
distributed analytics approaches that share code and queries
instead of bringing data together. Therefore, the revised set of
15 min specs uses the language “data trusts, data repositories,
and data collaborations” instead of relying on an uncommon
use of the term “data trust.” In addition to this change in
language, we made multiple edits to make the language of the
min specs more technically complete and precise. Appendix B
summarises the modifications that were made to the original
12 min specs and the main reason(s) for each change.

The discussion of results below presents the 15 min specs
alongside information about how they are being addressed by
the 23 participating organisations/initiatives of this project.
We also include examples of materials that can support data
trusts, data repositories, and other data collaborations in
addressing and communicating the min specs (see Table 1),
a discussion of the overlap between the 15 min specs, and
recommendations for implementation and future work.

Legal

1) The data trust, data repository, or data collaboration
must fulfill all legal requirements including, as required,
authority(ies) to collect, retain, use, disclose, and/or
destroy data.

The foundational min spec is that a data trust, data repository,
or data collaboration needs to comply with relevant legal
requirements. The 23 participating organisations’/initiatives’
testing of the min specs revealed that, in practice, legal
authorities and constraints can take many forms including
laws and regulations, governance documents (e.g., corporate
objects, research ethics board approvals), management
documents (e.g., binding terms and conditions in data sharing
agreements, policies, processes, and procedures that address
legislation compliance with respect to data privacy) and
project-specific documents (e.g., the details of informed
consent obtained from individuals participating in a research
study).

We found that fulfillment of the legal min spec can
be described as a ‘tiered approach’ to the law regime.
Canadian organisations/initiatives that completed templates
described a hierarchy, with applicable laws at the top,
followed by the use of data sharing agreements, which are,
in turn, reinforced through research ethics approval and
upheld through local policy and procedures. For participating
organisations/initiatives in the United States of America, the
fulfillment of legal requirements was also addressed through
a tiered approach that involved layers of agreements from a
broad Letter of Intent (LOI) between partners, to Enterprise
Memorandum of Understanding (EMOU) speaking to the
nature of the data sharing, to Data Sharing Agreements with
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Box 1: Names and locations of participating organisations/initiatives which tested the min specs

1. Actionable Intelligence for Social Policy (AISP) – USA
2. Centre for Addiction and Mental Health (CAMH)

BrainHealth Databank – Canada
3. Canadian Partnership for Tomorrow’s Health

(CanPath) – Canada
4. Canadian Institute for Health Information (CIHI)–

Canada
5. Canadian Research Data Centre Network (CRDCN)–

Canada
6. Centre hospitalier universitaire de Sherbrooke (CHUS)

Biobank – Canada
7. Digital Cardiac Health Platform – Canada
8. GEMINI – Canada
9. Hartford Data Collaborative (HDC) – USA

10. Health Data Research Network Canada (HDRN
Canada) – Canada

11. Health Intervention and Technology Assessment
Program (HITAP) – Thailand

12. ICES – Canada

13. Manitoba Centre for Health Policy (MCHP)– Canada
14. National Diabetes Repository of Diabetes Action

Canada – Canada
15. New Brunswick Institute for Research Data and

Training (NB-IRDT) – Canada
16. Newfoundland and Labrador Centre for Health

Information (NLCHI) – Canada
17. Ontario Brain Institute – Canada
18. Ontario Health Data Platform, Queen’s University site

– Canada
19. PHEMI – BC Health Innovation Hub – Canada
20. Population Data BC (PopData)– Canada
21. Primary Care Ontario Practice-based Learning and

Research Network (POPLAR) – Canada
22. Rhode Island Ecosystem – USA
23. ThinkData Works - External Data Catalog – Canada

and the UK

Box 2: Fifteen min specs in short-form

1. Legal:
Fulfills all legal requirements.

2. Governance:
a) Includes a publicly stated purpose, and
b) accountable governance body(ies), and
c) is transparent, and
d) acknowledges and respects Indigenous Data Sovereignty, and
e) is adaptive and responsive.

3. Management:
a) Policies, processes, and procedures cover the entire data lifecycle including
b) cybersecurity and data protection, and
c) risk management, and
d) metadata and data documentation.

4. Data Users:
a) Must complete privacy and security training, and
b) acknowledge consequences for non-compliance.

5. Stakeholder & Public Engagement:
a) There is ongoing engagement with stakeholders,
b) including ongoing engagement with members of the public, and
c) tailored engagement with subpopulations or groups that have a particular interest in, and/or that would be
affected by, decisions or activities.

individual partners and finally Data Use Licences (DULs)
addressing disclosure of de-identified data [50]. This tiered
‘agreements approach’ would be responsive to the sectoral
nature of privacy law in the USA.

We also found that a single organisation or initiative might
draw upon multiple authorities. For example, a single project
or data repository could include (i) data collected and used

with informed opt-in consent from the data subjects, (ii) data
collected and used based on opt-out consent from the data
subjects, and (iii) population-wide de-identified administrative
data collected and used without express consent from the
data subjects. It was also clear that the required legal
authorities varied depending on the purpose and/or objectives
of the data-focused organisation/initiative. For example, some
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organisations did not have a role in data collection, and
therefore did not have or need the authority to collect data,
but did have the authority to use data for certain purposes
and the/or authority to share data or provide access to it.

Given this complexity, we recommend that data trusts,
data repositories, and other data collaborations involve legal
experts in setting their policies, processes, and procedures
when there is any question regarding whether a planned
use or user of data would be lawful. We also recommend
that organisations/initiatives demonstrate their commitment
to min spec 1 by citing the specific statutory authority(ies)
and other documents that serve as the legal foundation for
data collection, retention, use, disclosure, and/or destruction
(see Table 1 for examples and additional guidance).

Governance

2a) The data trust, data repository, or data collaboration
must have a stated purpose that specifically addresses
why its activities are necessary and/or beneficial.

2b) The data trust, data repository, or data collaboration
must have an accountable governance body that is
answerable for its decisions.

2c) The data trust, data repository, or data collaboration
must be transparent about its purpose, governance
body membership, data holdings, policies regarding who
has access to what data for what purposes, and other
information that is requested.

2d) The data trust, data repository, or data collaboration
must acknowledge and respect Indigenous Data
Sovereignty.

2e) Governance must be adaptive and responsive to risks,
opportunities, and the concerns of stakeholders.

International studies have found that many members of
the public see data as an asset that should be used for
public benefit provided that risks are addressed, and specific
conditions are met [14]. It is our view that governance is the
best way to ensure that data trusts, data repositories, and
other data collaborations meet all legal requirements and align
with social licence.

The term governance can be used as an umbrella term that
could cover every min spec category, e.g., as in the ISO 24143
definition of Information Governance as a “strategic framework
for governing information assets across an entire organisation
in order to enhance coordinated support for the achievement
of business outcomes and obtain assurance that the risks
to its information, and thereby the operation capabilities
and integrity of the organisation, are effectively identified
and managed” [51]. However, the Governance min specs we
have articulated focus more narrowly on requirements that
relate to the locus of accountability for decision making [10].
Accordingly, the main objectives of the Governance min
specs are to ensure that there is at least one identified
governance body that is answerable for its decisions and
that the responsibilities of the governance body(ies) are clear,
including to non-experts and the people whose data are being
collected, used, shared and/or re-used.

Our testing of the min specs revealed that the original 2020
set of Governance min specs did not fulfill these objectives
because the min specs were too vague or high-level. For
example, to demonstrate how they were addressing the original
Governance min spec focused on transparency, most of the
23 participating organisations/initiatives provided links to
their websites without specifying where they had proactively
published important information such as what kinds of data
are held, who has access to which data for what purposes,
or how people who have concerns or questions can have
them addressed. On a related point, some organisations and
initiatives identified a high-level accountable governance body,
such as a university or hospital Board of Directors, that did
not have an obvious connection to data-related policies and
decisions.

For that reason, the refined Governance min specs provide
less leeway and are more directional than the 2020 set of
Governance min specs, e.g., in requiring that governance
bodies are answerable for their decisions and clarifying the
information that should be publicly available. This added
specificity in the requirements is expected to make it easier
for organisations/initiatives involved in data use, sharing, and
re-use to know what to communicate proactively about their
responsible and trustworthy governance practices (see Table 1
for additional guidance).

We also added a fifth Governance min spec focused on
Indigenous Data Sovereignty [34, 35]. This new min spec,
2d, complements and goes beyond the Stakeholder & Public
min spec 5c) which requires tailored and direct engagement
with subpopulations and groups, such as American Indians
and Alaska Natives in the United States of America
and First Nations, Inuit, and Métis Indigenous Peoples
in Canada. Consistent with the right to self-determination
under the United Nations Declaration on the Rights of
Indigenous Peoples, our team saw a need for a distinct
Indigenous Governance min spec focused on Indigenous Data
Sovereignty [33]. In practice, we expect this new requirement
will require data trusts, data repositories, and other data
collaborations to determine whether they hold data from
or about Indigenous Peoples or communities, and if yes, to
draw upon existing guidance as they work with, and take
direction from, distinct Indigenous Nations and communities
to establish data governance that supports Indigenous Data
Sovereignty [38–41, 52, 53].

Management

3a) There must be well-defined policies, processes, and
procedures covering the entire data lifecycle.

3b) There must be policies, processes, and/or procedures for
cybersecurity and data protection safeguards which are
reviewed and updated regularly.

3c) There must be policies, processes and/or procedures to
identify, assess, and manage risks on an ongoing basis.

3d) There must be policies, processes and/or procedures to
create and maintain metadata and data documentation
which provides sufficient information for potential users
to find, understand, use, and reuse data holdings.
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In contrast with the Governance min specs which present
requirements for strategic oversight and accountability,
Management min specs focus on requirements for the
day-to-day operations and operational decisions of data
trusts, data repositories, and other data collaborations.
For responsible data stewardship to be achieved, policies,
processes, and procedures must be in place, e.g., to ensure
that data custodians have appropriate controls and oversight
mechanisms are in place to guarantee data security, privacy
and intended use. The main addition to the Management min
specs is an explicit requirement to have policies and procedures
related to metadata and data documentation.

In practice, fulfilling the first management min spec, 3a,
encompasses a lot of work, with min specs 3b, 3c and 3d
calling out a subset of the many policies, processes, and
procedures that are required for responsible and trustworthy
data management. Our testing of the min specs revealed that,
behind these management min specs, there are often numerous
documents and multiple full-time staff responsible for setting
up and overseeing policies, processes, and procedures related
to the Five Safes, FAIR, CARE and other frameworks and
principles [24, 26, 39]. For example, min spec 3d) will often
be fulfilled by establishing a living online machine-readable
data dictionary to make data “findable” as an important step
toward fulfilling the “F” in the FAIR principles [26].

Given the breadth of activities that the Management min
specs cover, communications about them must balance the
need for transparency with not providing an overwhelming
amount of detail. Several of the 23 participating/initiatives
did this by stating a commitment to each of the Management
min specs alongside a few examples of their relevant policies,
processes, and procedures (see Table 1). We suggest that
organisations/initiatives involved in data use, sharing, and
reuse go one step further and, providing that it does
not compromise data protection safeguards, make digital
repositories of policies, processes, and procedures publicly
accessible as several of the organisations/initiatives in Table 1
have already done. This practice could help members of the
public understand how organisations/initiatives address risks,
such as those related to privacy. Published repositories of
policies, processes, and procedures would also help data trusts,
data repositories and other data collaborations learn from each
other so that they can identify and spread best practices.

Most of the 23 participating organisations/initiatives have
policies, processes and procedures beyond those required by
min spec 3b), 3c) and 3d). This is to be expected given the
diversity of organisations/initiatives involved in this project
and may reflect proportionate management controls based on
the sensitivity of the data.

Data users

4a) Data users must complete privacy and security training
before they access data.

4b) Data users must acknowledge that there may be
consequences for non-compliance.

Data user min specs have been established because there
will always be vulnerability to privacy and security at the
point where data users interact with the data. Privacy and

data security can be compromised because of insufficient data
protection (e.g., users being able to re-identify individuals
in de-identified datasets or project outputs), unintentional
mistakes (e.g., using data for a purpose that is outside what
was approved by a research ethics board), and/or deliberate
malicious activities (e.g., users taking screen shots and using
screen scraping techniques to transfer data that cannot be
downloaded out of secure environments).

Most of the 23 participating organisations/initiatives
directly or indirectly required privacy and security training for
data users, and some also offered training on other topics
(e.g., how to work with data). The majority of organisations/
initiatives required proof that data users had completed privacy
and security training provided by another organisation such
as TCPS2 [54] or CITI [55, 56], while some had developed
their own in-house privacy and security training with quizzes.
Some organisations/initiatives required refresher training at
prescribed intervals or when the content of the training
changed.

Despite the fact privacy and security training for data
users appears to be widespread among the 23 participating
organisations/initiatives, we identified it as an area where there
is room for significant improvements for two reasons. The
first is that several team members reported that the current
approach to training can become a “check-box” exercise
through which the same data user repeats multiple, similar
privacy and security training programs because that is easier
than trying to make the case that previously completed
training is sufficient. The second issue is that some existing
privacy and security training focuses on making people aware
of the details of laws and policies as opposed to testing how
data users would act in situations that are likely to arise which
pose threats to data privacy or security.

Our team discussed how scenario-based training could
complement existing training materials and decrease the
likelihood of (non-malicious) privacy and security breaches
in practice. For example, in addition to requiring that health
data users complete privacy and security training from TCPS2
or another authorised source, the Vector Institute presents
potential health data users with realistic scenarios to clarify
grey-zones and interpretation of data user requirements. For
instance, the Vector training includes the question “Is it OK
to provide a new team member with your login credentials
while they wait for their paperwork to be processed?”, with the
answer being “No.” Similarly, Sage Bionetworks’ certification
process requires data users to pass a 15-question quiz with
scenarios to ensure that they understand their responsibilities
and the rules and policies that govern data sharing on the
Synapse platform [57, 58]. Scenarios in the Synapse quiz
prompt users to demonstrate that they understand they
are prohibited from attempting to re-identify individuals in
datasets and that they must report suspected data breaches
or data misuses promptly.

All but one of the 23 participating organisations/initiatives
required (or has plans to require) that data users sign
an agreement or, equivalently, acknowledge binding terms
when they access data. However, only a small number of
organisations/initiatives emphasise the consequences if data
users do not comply with terms and policies. Our team
identified this as a gap that needs to be filled by data trusts,
data repositories, and other data collaborations because, in
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Table 1: Examples of publicly available materials to support organisations/initiatives in addressing the min specs

Min specs
category Min spec Organisations and initiatives with publicly available

information to support fulfillment of the min spec

All Min Specs The set of 15 min specs Hartford Data Collaborative [61], ICES [62], NB-
IRDT [63]
Also, from organisations/initiatives external to project
team:
Canadian CIO Strategy Council [64]

Legal 1 The data trust, data repository, or data
collaboration must fulfill all legal requirements
including, as required, authority(ies) to collect,
retain, use, disclose, and/or destroy data

AISP [50, 65], ICES [66], The GovLab [C4DC
searchable library of data sharing agreements [67]]

Governance 2a) The data trust, data repository, or data
collaboration must have a stated purpose that
specifically addresses why its activities are
necessary or beneficial

AISP [65], CIHI [68], ICES [69], GEMINI [70],
MCHP [71], POPLAR [72]

Governance 2b) The data trust, data repository, or data
collaboration must have an accountable governance
body that is answerable for its decisions

AISP [65], CAMH BrainHealth Databank [73],
CIHI [74], CRCDN [75], Diabetes Action Canada [76],
ICES [77, 78], Ontario Health Data Platform [79]

Governance 2c) The data trust, data repository, or data
collaboration must be transparent about its
purpose, governance body membership, data
holdings, policies regarding who has access to what
data for what purposes, and other information that
is requested

CIHI [80], MCHP [81, 82], Diabetes Action Canada [83,
84]

Governance 2d) The data trust, data repository, or data
collaboration must acknowledge and respect
Indigenous Data Sovereignty

HDRN Canada [85], ICES [86]
Also, from organisations/initiatives external to project
team: CARE Principles [39], First Nations Information
Governance Centre OCAP®Guidance [34, 40, 41],
Georgetown Center on Policy & Inequality [53],
National Congress of American Indians [38, 52]

Governance 2e) Governance must be responsive and adaptive HDRN Canada [87, 88], ICES [89]
Also, from organisations/initiatives external to the
project team: Ontario Government “AODA Accessibility
Ecosystem” [46, 48]

Management 3a) There must be well-defined policies, processes,
and procedures covering the entire data lifecycle

AISP [90], CIHI [91–93], ICES [62]
Also, from organisations/initiatives external to the
project team: Health Data Research UK Trusted
Research Environments [94], Ritchie Five Safes
Framework [24]

Management 3b) There must be policies, processes, and/or
procedures for cybersecurity and data protection
safeguards which are reviewed and updated
regularly

AISP [65], CIHI [95], ICES [96]

Management 3c) There must be policies, processes and/or
procedures to identify, assess, and manage risks on
an ongoing basis

AISP [65], CIHI [97], ICES [96]

Management 3d) There must be policies, processes and/or
procedures to create and maintain metadata and
data documentation which provides sufficient
information for potential users to find, understand,
use, and reuse data holdings

HDRN Canada [98], Diabetes Action Canada [99, 100],
ICES [101]
Also, from organisations/initiatives external to project
team: HDR UK [102], Maelstrom Research [103]

Continued
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Table 1: Continued

Min specs
category Min spec Organisations and initiatives with publicly available

information to support fulfillment of the min spec

Data Users 4a) Data users must complete privacy and security
training before they access data

AISP [56], CIHI [104], GEMINI [105], ICES [62]
Also, from organisations/initiatives external to the
project team: CITI [56], FAIR [106], TCPS2 [54]

Data Users 4b) Data users must acknowledge that there may
be consequences for non-compliance

GEMINI [107], ICES [108]
Also, from organisations/initiatives external to
project team: Sage Bionetworks/Synapse [109] UK
Biobank [59]

Stakeholder &
Public
Engagement

5a) There must be ongoing engagement with
stakeholders.

AISP [65], ICES [110, 111], POPLAR [112, 113]

Stakeholder &
Public
Engagement

5b) Stakeholder engagement must include ongoing
engagement with members of the public

CAMH BrainHealth Databank [73], Diabetes Action
Canada [114], HDRN Canada [115–117], ICES [118,
119], The GovLab [120]
Also, from organisations/initiatives external to the
project team: ENGAGE(Québec) [121] NICE [122], UK
Government [123]

Stakeholder &
Public
Engagement

5c) Where there is a reasonable expectation that
specific subpopulations or groups would have a
particular interest in, and/or be affected by, an
activity or decision, there must be direct
engagement tailored for that subpopulation/group

AISP [44], HDRN Canada [124], ICES [86], The
GovLab [125]
Also, from organisations/initiatives external to project
team: EGAP Framework [45], First Nations Information
Governance Centre [40, 41], National Congress of
American Indians [38] Ontario Government “AODA
Accessibility Ecosystem” [46, 48]

the absence of consequences, data user agreements/terms do
not “have teeth” and may not be perceived as meaningful.

The most common consequences for data user non-
compliance identified by participants in this project were (i)
withdrawing privileges to access data and (ii) notifying other
parties of the non-compliance (e.g., funders, data providers).
This is consistent with the consequences in the UK Biobank
material transfer agreement which notes that the data-holding
organisation ‘may prohibit the Applicant Principal Investigator
and other researchers from the Applicant’s Institution from
accessing any further data; and/or, it may inform relevant
personnel within the Applicant PI’s Institution, funders of
the Applicant and/or governing or other relevant regulatory
bodies.’ [59] Our team agrees that describing a range of
consequences is appropriate because consequences should
be proportionate to the sensitivity of the data and the
nature of the non-compliance, i.e., different consequences
for unintentional mistakes vs. malicious unauthorised use
of data.

Generally, the 23 participating organisations/initiatives
found it easy to communicate how they address Data User min
specs in one or two sentences (see Table 1). As was the case for
the Management min specs, there would be advantages if data
trusts, data repositories, and other data collaborations went
one step further and made training materials and data user
agreements public in downloadable formats. Doing so would
support learning across the data ecosystem and help members
of the public understand how accountability with data users is
achieved.

Stakeholder & Public engagement

5a) There must be ongoing engagement with stakeholders.

5b) Stakeholder engagement must include ongoing engagement
with members of the public.

5c) Where there is a reasonable expectation that specific
subpopulations or groups would have a particular
interest in, and/or would be affected by, an activity or
decision, there must be direct engagement tailored for
that subpopulation/group.

In order to achieve their purposes, data trusts, data
repositories, and other data collaborations rely on support, not
to mention data, from their stakeholders. Trust and ongoing
support from members of different publics is critical because
most of the data that are held, used, shared, and re-used
are data generated by the activities of people. In addition,
data trusts, data repositories, and data collaborations have
stakeholders with different needs and interests, including the
individuals and organisations that use data, knowledge users,
such as policymakers who act on evidence generated from
data, and organisations that set laws or standards related to
data.

Accordingly, we have articulated three distinct min specs
focused on the ongoing engagement of different stakeholder
groups. All of the 23 participating organisations/initiatives
involved in this project reported that they fulfilled min spec
5a by engaging with stakeholders that collect and share data
and/or stakeholders who are in a position to use the knowledge
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generated based on the data holdings. The most common
approach was to include people who had experience working
in governments, government agencies, and universities in a
Board of Directors, Steering Committee, Advisory Committee,
and/or another governance body.

Similarly, and consistent with international best practices,
many of the 23 participating organisations/initiatives reported
they addressed min spec 5b) by including members of the
public alongside other stakeholders in governance bodies,
and/or by creating Advisory Committees consisting solely of
members of the public. In addition, some team members
shared examples of supplementary public consultations on
specific topics.

A minority of the 23 participating organiations/initiatives
have already taken steps to address min spec 5c) which
requires targeted public engagement and involvement with
groups and subpopulations that would have a particular
interest in, and/or be affected by, certain activities and
decisions. Where this practice was reported, it often
referred to models for engagement and involvement of
Indigenous Peoples, new immigrants, youth, or groups of
patients (e.g., with a particular condition or with rare
diseases) or historically marginalised populations. Several
organisations/initiatives noted that they are in the process
of developing or implementing equity frameworks to guide
their data governance, management, and engagement
activities.

As shown in the examples in Table 1, organisations/
initiatives can demonstrate that they address the Stakeholder
& Public Engagement min specs by publishing information
about their activities in plain language and creating easy ways
for members of the public and stakeholders to get involved
through open and transparent processes that encourage the
involvement of people with different backgrounds, abilities,
experiences, and perspectives. We also recommend that
organisations make use of guidance, such as the International
Association for Public Participation (IAP2) spectrum, which
prompts thinking about the level of that engagement, how
engagement will be supported, and how public input will be
used to support the mission and vision of the data trust,
data institution, or data repository [60]. Part of that is
being transparent and specific about what they mean by
“engagement” e.g., by providing examples of how they act on
recommendations and advice, including from members of the
public.

Discussion

Connections across and between min specs

Our analysis sub-teams identified several ways that min specs
categories are complementary or connected. For example,
the Legal, Governance, and Management min specs are
connected in that data trusts, data repositories, and other data
collaborations must acknowledge that the approval from their
governance bodies is not, in itself, sufficient; management’s
policies, processes, and procedures must also fulfill legal
requirements that are established externally.

There is also a connection between Governance and
Stakeholder & Public Engagement min specs in that

involvement of stakeholders and members of the public in
governance bodies was a common way for organisations
to achieve trustworthy governance. Similarly, there is a
connection between Data Users and Stakeholder & Public
Engagement min specs in that Data Users should be engaged
in an ongoing manner as an important stakeholder group
who can be drivers of innovation and continuous quality
improvement.

Other connections included the fact that Data User
training should include training on Indigenous Data
Sovereignty, and that Management policies, processes, and
procedures will often include requirements related to Data
Users and/or Stakeholder & Public Engagement.

We do not view the fact that there is some overlap
and complementarity between min specs as a weakness.
Rather, these connections are an indication that the min specs
reinforce each other to cover the complex reality of trustworthy
and responsible data governance and management.

Implementation

We have a sense of the work effort required to apply the
min specs from the 23 organisations/initiatives that tested
them as part of this project. Generally, most of these
organisations/initiatives found that they had existing materials
related to most of the min specs, and that summarising how
they address the min specs required a few days of work. Table
1 presents examples of publicly available materials to support
organisations/initiatives in addressing the min specs and
examples of how organisations/initiatives can communicate
about their practices related to the min specs. While most
of the materials are from the organisations/initiatives directly
involved in this project, we have also included some materials
from external organisations and teams. This is an indication
of the generalisability of the min specs and the fact that the
min specs complement vs. compete with existing frameworks.

Table 1 is not meant to imply that all organisations/
initiatives will immediately fulfill or address each of the
15 min specs. Notably, many organisations/initiatives are
just beginning to address the new min spec 2d focused on
Indigenous Data Sovereignty. Additionally, work to increase
the equity of data use, sharing and re-use, as per min spec
5c, will require years of effort, and resources and support for
colonised and/or historically marginalised communities that
are establishing their own data governance and management
requirements. Consistent with the guidance published in the
2020 feature paper, we continue to recommend that data-
focused organisations/initiatives start by documenting, in
simple plain language, how they address the min specs that
they already fulfill, then begin work to address min specs that
are outstanding.

We have already taken steps to socialise the min specs
and support their use, including through the preparation
of this paper and presentations at conferences. The min
specs have also been included in formal, public, feedback
provided to Canadian guidance that is being developed for
data repositories [126] and have been incorporated into the
curriculum of the Data Stewardship executive program offered
to international participants at no cost by The GovLab [127].

Our team has also gone beyond traditional research
knowledge mobilisation efforts by supporting work to integrate
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the min specs into a new Canadian national standard,
CAN/DGSI 100-7:2023, Data governance – Part 7: Operating
model for responsible data stewardship [49]. Canada’s Digital
Governance Standard Institute (formerly the CIO Strategy
Council) became aware of the min spec work from the
2020 publication, and subsequently joined the team for the
second project and invited researcher members of this team
to participate in the development of a standard based on
the min specs. As is the case for all standards developed by
the Digital Governance Standards Institute, the process for
CAN/DGSI 100-7 was open (any interested party could join
the technical committee to help develop the standard, and all
members of the committee have a vote), transparent (drafts of
all standards were posted online for feedback) and free (there
were no fees to participate in the development of the standard,
and published standards are free for non-commercial use).
CAN/DGSI 100-7 was published in July 2022 and amended to
improve its clarity in July 2023. To our knowledge, CAN/DGSI
100-7 is the first national standard to require respect for and
acknowledgement of Indigenous Data Sovereignty and public
engagement related to data.

This new Canadian standard may serve as a model for
other national standards and/or as high-level guidance that
complements existing ISO standards and other frameworks.
Based on the 23 organisations/initiatives experience with the
min specs, we identified some potential immediate uses and
benefits including:

• Information about how an organisation or initiative
addresses the 15 min specs could be converted into
information on public websites, e.g., “Frequently Asked
Questions” (FAQ).

• The min specs could help organisations understand, at
a high-level, the practices and authority(ies) of potential
data partners.

• The min specs could serve as the principles for a
memorandum of understanding for data sharing between
organisations.

• Canadian organisations/initiatives that record how
they address the min specs may simultaneously
demonstrate conformity with the Canadian national
standard CAN/DGSI 100-7, which may increase their
perceived trustworthiness by stakeholders, including
members of the public.

• Conformity with the min specs, and CAN/DGSI 100-
7, could be a first step towards conformity with ISO
standards.

Limitations and future work

Though we consider the updated set of 15 min specs to be
improved relative to those published in 2020, we expect the
min specs to continue to evolve and be improved as data
practices and technologies advance.

By design, there is a high threshold for a requirement
to become a min spec. It is not enough to say that a new
requirement might improve data-related practices, it would
only become a min spec if it is not possible to meet the
working acceptable standard for trustworthy and responsible

data governance in its absence. Our team identified practices
and requirements outside of the min specs which we believe
should be encouraged, e.g., requirements for data traceability,
the ability to execute withdrawal of data upon request of
the data subject, and standards for reporting data quality.
We will continue to track these suggestions and be open
to expanding the min specs to include them, and additional
essential requirements identified by other groups.

While we tasked ourselves with developing min specs
that would have utility beyond the 23 participating
organisations/initiatives, we also acknowledge that there are
many perspectives that have not been incorporated in the set
of 15 min specs published here. Most significantly, though the
min specs include requirements related to Indigenous People
and historically marginalised populations, our team does not
have the expertise or knowledge to recommend detailed
operational guidance for those Nations or communities.
Our hope is that min specs 2d and 5c, which direct
organisations/initiatives to engage, involve, and take direction
from colonised and/or marginalised populations, will help
create space, time, and resources for future community-led and
co-led work on data governance and management for those
populations.

Additionally, though we had more diverse, and more
international, perspectives integrated into this updated set of
min specs, the project team still consisted mostly of people
in Canada and the USA that work in the public or not-
for-profit sectors. As such, the current manuscript does not
reflect the perspectives and approaches of people involved in
data-focused organisations/initiatives in other countries. We
anticipate that there would be benefit from future work to
bring in the perspectives of more project team members from
outside of Canada and the USA.

It is also important to learn if and how the min specs add
value to commercial organisations that establish data trusts,
data repositories and other data collaborations, including
public-private partnerships. A subset of the members of our
team has begun planning for a separate project that will bring
together private sector organisations and people involved in
data-focused public-private partnerships to test the 15 min
specs and obtain advice on how they might be applied and
improved to support use by companies.

Conclusions

Our review and updating of the work published in 2020
suggests there is a commonly agreed core set of 15 min
specs for responsible and trustworthy data governance and
management. Collectively, the publicly available materials
identified or generated by this project demonstrate that there
are many different ways the min specs can be fulfilled, provide
a mechanism for data-focused organisations/initiatives to learn
from each other, and provide transparency through multiple
examples of how data trusts, data repositories and other data
collaborations address the min specs.

Transparent communications about how the requirements
are addressed is important because it can help enhance
public trust and stakeholder support for uses of data. We
see the potential for additional benefits to be realised if
organisations/initiatives involved in data use, sharing and
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reuse go one step further by providing downloadable policies,
processes, and procedures with plain language content that
helps stakeholders, data users and members of the public
understand how organisations/initiatives support high-quality
data use, sharing, and re-use in privacy-preserving and
transparent ways that produce public value.

Our hope is that the min specs can be a useful
checklist both for new data trusts, repositories, and data
collaborations and as an ongoing touchstone for existing
organisations/initiatives to communicate and address essential
requirements as the min specs evolve.
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Appendix A: Organisations and initiatives that tested the min specs

Data trust, Data
repository, or Data
collaboration

Description

Actionable Intelligence for
Social Policy (AISP)

Actionable Intelligence for Social Policy (AISP) helps state and local governments collaborate and
responsibly use data to improve lives.

AISP does not hold data. AISP is a network and peer learning community of 36 distinct
state and local data collaborations, each of which holds cross-sector data on health, education,
and social service provision. Collectively, the AISP network covers over 50% of the US population.

Website: https://www.aisp.upenn.edu/

The Centre for Addiction
and Mental Health
(CAMH)-wide BrainHealth
Databank

The Centre for Addiction and Mental Health (CAMH)-wide BrainHealth Databank initiative
accelerates research and improves care by collecting and studying the full spectrum of data that
individuals choose to share to advance mental health.

The BrainHealth Databank holds data from diverse multi-modal research projects and integrated
clinical programs in Ontario, Canada, and includes records for over 25,000 participants.

Website: https://www.camh.ca/en/science-and-research/discovery-fund/brainhealth-databank

Canadian Partnership for
Tomorrow’s Health
(CanPath)

The Canadian Partnership for Tomorrow’s Health (CanPath) is a large-scale, prospective cohort
platform used by the research community to study the biology, behaviours, and environments of
Canadians to advance knowledge of the causes and control of chronic diseases and cancer.

CanPath holds and regularly updates data provided with consent by more than 300,000
Canadians who are actively involved and followed in every province. CanPath data include
surveys, health measures, environmental exposures, and linkages to health system records. Many
participants also provided physical measures and biological samples from which genomic data can
be derived.

Website: https://canpath.ca/

Canadian Institute for
Health Information (CIHI)

CIHI is an independent, not-for-profit organisation funded by the Canadian federal government
and Canadian provinces and territories to deliver comparable and actionable information to
accelerate improvements in health care, health system performance and population health across
the continuum of care.

CIHI is a secondary data collector of health information and holder of health data. CIHI
data holdings include population-level hospital data for almost the entire population of Canada as
well as data from other health care facilities, long-term care homes, regional health authorities,
medical practitioners and governments.

Website: https://www.cihi.ca/en

Canadian Research Data
Centre Network (CRDCN)

The CRDCN is a partnership between Statistics Canada and a consortium of more than 30
Canadian universities. Through the CRDCN, approved researchers in university, government, and
other sectors are able to access linked but anonymised social, economic and health datasets
prepared by Statistics Canada that, in some cases, include entire populations of provinces or
territories.

Website: https://crdcn.ca/

Sherbrooke University
Hospital Center (CHUS)
Biobank

The CHUS Biobank is located in Quebec, Canada, and provides data for approved research
projects from researchers. Specimens include blood, tissue, fluid, stool, microbiome and living
derivatives. Data include demographic data, health status (weight, blood test, illnesses, drugs,
medical images, etc.), lifestyle habits (diet, alcohol consumption, physical activity, etc.), medical
and family history, clinical data as well as data from genome-wide sequencing.

Website: https://biobanking.org/biobanks/view/123

Continued
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Appendix A: Continued

Data trust, Data
repository, or Data
collaboration

Description

Digital Cardiac Health
Platform (DCHP)

The Digital Cardiac Health Platform (DCHP) is a secure and high-performance data integration
platform for secondary use of clinical data located in Ontario, Canada.

Website: https://www.uhn.ca/PMCC/Documents/Strategic-Expansion-of-Digital-Cardiac-Health-
Platform-into-UHN-Digital-Health-Platform.pdf

GEMINI The GEMINI Study collects routinely-generated administrative and clinical data for research and
quality improvement.

GEMINI holds data from over 30 participating hospitals in Ontario, Canada, and includes
records for over 2 million hospitalisations.

Website: https://www.geminimedicine.ca/

Hartford Data Collaborative
(HDC)

The HDC is part of the Connecticut Data Collaborative. It includes a network of non-profit
organisations, government agencies, and philanthropic partners that facilitates data sharing and
data integration among its partners in the Hartford, Connecticut area.

HDC does not hold data, it links data for others. HDC works with data on demographics,
health, education and social service provision.

Website: https://www.ctdata.org/about-hdc

Health Data Research
Network (HDRN) Canada

HDRN Canada brings together provincial, territorial and federal organisations which hold and
manage data.

HDRN Canada does not hold data. HDRN Canada is a network of provincial, territorial
and federal data centres which hold data covering the entire Canadian population. Data covers
topics including health, education, demographics, and immigration.

Website: https://www.hdrn.ca/

Health Intervention and
Technology Assessment
Program - National Health
Security Office
(HITAP-NHSO), Thailand
Ministry of Public Health

The Health Intervention and Technology Assessment Program (HITAP) and National Health
Security Office (NHSO) worked together on a research data initiative in Thailand. This initiative
was created to explore the impact of COVID-19 on the healthcare system such as health service
utilisation.

Data includes demographics, inpatient and outpatient information. Over 1 billion records
are held in the NHSO database which represent health service utilisation record from a universal
coverage scheme which provides health care to approximately 80% of Thai citizens.

Website: https://www.hitap.net/research/179967

ICES (formerly the Institute
for Clinical Evaluative
Sciences, now using the
name ICES in public
communications)

The ICES Data Repository includes over 100 health and population-related data assets in which
direct personal identifiers (such as name and health card number, if applicable) have been removed
and replaced with a confidential code. Most holdings are administrative data at population-level,
including decades of longitudinal health records for 21 million people who are, or have previously
been, eligible for publicly funded health care services in Ontario, Canada. The ICES Data
Repository also includes some data for publicly funded services outside of health, population
survey, investigator-led research project data sets (e.g., clinical trial data sets), and registries that
have been linked to ICES’ core administrative data holdings.

Website: https://www.ices.on.ca/
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Appendix A: Continued

Data trust, Data
repository, or Data
collaboration

Description

Manitoba Centre for Health
Policy (MCHP)

The Manitoba Centre for Health Policy (MCHP) is a population health data centre located at the
University of Manitoba in Winnipeg, Canada. MCHP conducts research on health and the social
determinants of health.

MCHP holds population-level data for approximately 1.37 million people, as of 2022, derived from
Manitoba Government departments, provincial laboratories, clinical programs, community and
social outreach organisations, and Indigenous governance bodies.

Website: https://umanitoba.ca/manitoba-centre-for-health-policy/

National Diabetes
Repository

The National Diabetes Repository is a scalable secure analytics platform and multi-jurisdictional
data repository. Through enhanced informatics, the repository applies privacy-aware methods to
safely contain data and make it available to approved investigators for analytics.

The data are de-identified and include primary care electronic medical records (e.g., Encounters,
Prescriptions, Vital Stats) from the Canadian provinces of Ontario, Alberta, Manitoba,
Newfoundland and Labrador, and Quebec. The data represent over 150,000 individuals from over
1,500 physicians.

Website: https://repository.diabetesaction.ca/

New Brunswick Institute for
Research Data and Training
(NB-IRDT)

The NB-IRDT at the University of New Brunswick is a provincial data custodian that hosts and
provides researcher access to linkable and prepared person-level data on health, education, labour
market training, social assistance, immigration, and other related topics.

Most of the datasets at NB-IRDT are population-level, providing information on almost all
of New Brunswick’s approximately 800,000 residents.

Website: https://www.unb.ca/nbirdt/

Newfoundland and Labrador
Centre for Health
Information (NLCHI)

NLCHI is a crown corporation responsible for managing provincial health data and information
assets and providing data access and health analytics services, whose staff also have expertise in
data security and privacy.

NLCHI holds population-level data for the province’s roughly 520,000 residents.

Website: https://www.nlchi.nl.ca/

Ontario Brain Institute –
Brain CODE

The Ontario Brain Institute’s Brain-CODE is a large-scale informatics platform that manages the
acquisition and storage of multidimensional data collected from participants with a variety of brain
disorders. Brain-CODE currently hosts data from over 20,000 participants with a wide array of
data types, including clinical, neuroimaging and molecular.

Website: https://www.braincode.ca/content/about-brain-code

Ontario Health Data
Platform (OHDP)

The Ontario Health Data Platform (OHDP) is a highly secure high performance computing
environment that was established by the government of Ontario support scientific investigation
of COVID-19 by enabling private and secure record level linkage to personal health information.
The OHDP is comprised of datasets containing personal health information collected from ICES
and/or Ontario Health.

The OHDP holds population-level data for the province of Ontario.

Website: https://ohdp.ca

PHEMI Health DataLab The PHEMI Health DataLab is a cloud-based system for
privacy, security & governance. PHEMI has one central system to manage data stored in many
locations (cloud or hybrid cloud), process data in many locations (cloud or hybrid cloud) while
controlling access and governing data all in one place.
Website: https://www.phemi.com/data-privacy-management/
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Appendix A: Continued

Data trust, Data
repository, or Data
collaboration

Description

Population Data BC
(PopData)

PopData is a data and education resource facilitating interdisciplinary research on the determinants
of human health, well-being and development in British Columbia (BC), Canada.

PopData supports access to population-level data for BC’s approximately 5 million residents and
from over 30 data sets from both federal and provincial sources.

Website: https://www.popdata.bc.ca/

Primary care Ontario
Practice-based Learning and
Research Network
(POPLAR)

POPLAR is an initiative of Ontario’s six University Departments/Sections of Family Medicine and
the Alliance for Healthier Communities. POPLAR securely collects and de-identifies electronic
medical record (EMR) data to support practices in delivering optimal care across Ontario, and
strengthen practice-based clinical research and quality improvement processes.

Currently, over 1,000 family physicians are contributing EMR data for over 1.5 million patients to
the POPLAR database.

Website: https://www.poplarnetwork.ca/?

Rhode Island Ecosystem The Rhode Island Ecosystem is an integrated data system that links data, at the person and
family level, across various state agency and non-profit datasets to drive holistic improvements in
the wellbeing of Rhode Island residents.

The Rhode Island Ecosystem holds population-level data for the state’s roughly 1 million
residents.

Website: https://eohhs.ri.gov/initiatives/data-ecosystem

ThinkData Works - External
Data Catalog

ThinkData Works’ Data Catalog is a scalable, cloud-agnostic end-to-end data management
platform that helps organisations securely find, govern, and deliver data. With configurable data
ingestion, active metadata management, role-based distribution and streaming integration to data
science toolkits, the ThinkData Catalog ensures data preparedness for governance reporting and
advanced analytics.

With multi-cloud warehouse support and data virtualisation capabilities, the ThinkData
Catalog lets clients access and collaborate on shared data while adhering to data residency
requirements. The Catalog supports regional deployment on isolated infrastructure, letting users
define where and what data is hosted on the platform.

Website: https://www.thinkdataworks.com/platform/data-catalog
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Appendix B: Main changes to min specs and reasons for those changes

Refined 2023 min spec (changes
relative to the 2020 min spec are
identified with italic font)

Min spec published in 2020 Main reason(s) for change(s)

Legal 1) The data trust, data repository, or
data collaboration must fulfill all legal
requirements including, as required,
authority(ies) to collect, retain, use,
disclose, and/or destroy data

The data trust must fulfill all legal
requirements, including the
authority to collect, share and
hold data

“Authority” changed to “authorities”
because multiple authorities may apply.
Expanded the list of activities that there
must be authority(ies) for.
Replaced the term “share” with “disclose”
to be inclusive of activities to make data
available/accessible and/or release it to
another organisation or person.

Governance 2a) The data trust, data
repository, or data collaboration must have
a stated purpose that specifically addresses
why its activities are necessary or beneficial

The data trust must have a stated
purpose

Original min spec was vague and could
be fulfilled by any organisation/initiative
regardless of its purpose. Revised min spec
requires that a data-related purpose is
either necessary (e.g., required by law) or
producing some public benefit.

Governance 2b) The data trust, data
repository, or data collaboration must have
an accountable governance body that is
answerable for its decisions

The data trust must have an
accountable governing body

Added “answerable” to ensure that the
governance body(ies) have mechanisms in
place to respond to questions and concerns.

Governance 2c) The data trust, data
repository, or data collaboration must be
transparent about its purpose, governance
body membership, data holdings, policies
regarding who has access to what data for
what purposes, and other information that
is requested

The data trust must be
transparent in its activities

Original min spec was too vague; responses
often did not provide the information that
data partners, stakeholders and members of
the public would typically seek.

Governance 2d) The data trust, data
repository, or data collaboration must
acknowledge and respect Indigenous Data
Sovereignty

Not applicable New requirement added consistent with
the right to self-determination under the
United Nations Declaration on the Rights
of Indigenous Peoples (UNDRIP).

Governance 2e) Governance must be
adaptive and responsive to risks,
opportunities, and the concerns of
stakeholders

Governance must be adaptive Added “adaptive” to ensure that, in
addition to establishing proactive measures,
the governance body(ies) has/have
mechanisms in place to change.
Added detail on what
organisations/initiatives might need to
adapt and respond to, i.e., response
to risks, opportunities, questions, and
concerns of stakeholders.

Management 3a) There must be
well-defined policies, processes, and
procedures covering the entire
data lifecycle

There must be well-defined
policies and processes for the
collection, storage, use and
disclosure of data

Added “procedures” and “covering the data
lifecycle” to make the min spec more
technically complete.

Management 3b) There must be policies,
processes, and/or procedures for
cybersecurity and data protection
safeguards which are reviewed and updated
regularly

Policies and processes must
include data protection safeguards
which are reviewed and updated
regularly

Added “procedures” to make the min spec
more technically complete.
Given public concerns about the
topic, specifically included the term
“cybersecurity” (though it could be
considered part of data protection broadly).

Management 3c) There must be policies,
processes and/or procedures to identify,
assess, and manage risks on an ongoing
basis

There must be an ongoing process
to identify, assess and manage
risks

Added policies and procedures to make the
min spec more technically complete and to
make it clear that risk management is an
ongoing (vs. one-time) requirement.

Continued22
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Appendix C: Continued

Refined 2023 min spec (changes
relative to the 2020 min spec are
identified with italic font)

Min spec published in 2020 Main reason(s) for change(s)

Management 3d) There must be policies,
processes and/or procedures to create and
maintain metadata and data
documentation which provides sufficient
information for potential users to find,
understand, use, and reuse data holdings

Not applicable New requirement based on the practical
observation that you cannot have a
functional data trust, data repository, or
data collaboration without metadata and
other documentation about the data that
it collects, retains, uses, discloses, and/or
destroys.

Data Users 4a) Data users must complete
privacy and security training before they
access data

All data users must complete
training before they access data

Specified that privacy and security training
is mandatory. For consistency with other
min specs language, removed the word “all”.

Data Users 4b) Data users must
acknowledge that there may be
consequences for non-compliance

All data users must agree to a
data user agreement that
acknowledges that data use will
be monitored and includes
consequences for non-compliance

Changed the min spec to reflect the
practice that many organisations have
data users acknowledge terms vs. sign
agreements.
For consistency with other min specs
language, removed the word “all”.
Changed text to read “may be”
consequences vs. implying that there will
always be consequences because depending
on the severity and intentionality of
the non-compliance, there may not be
consequences.
Removed text about the data user agreeing
to monitoring/auditing policies/practices
because it is understood that non-
compliance would be identified by
monitoring/ auditing and, in practice,
monitoring/auditing policies and
procedures are often described in other
documents vs. data user agreements/terms.

Stakeholder & Public Engagement 5a)
There must be ongoing engagement with
stakeholders.

There must be early and ongoing
engagement with stakeholders
including members of the public

Separated stakeholder and public
engagement requirements to clarify
that both are essential and because they
are, by their nature, different.

Stakeholder & Public Engagement 5b)
Stakeholder engagement must include
ongoing engagement with members of the
public

There must be early and ongoing
engagement with stakeholders
including members of the public

Separated stakeholder and public
engagement requirements to clarify
that both are essential and because they
are, by their nature, different.

Stakeholder & Public Engagement 5c)
Where there is a reasonable expectation
that specific subpopulations or groups
would have a particular interest in, and/or
would be affected by, an activity or
decision, there must be direct engagement
tailored for that subpopulation/group

Where there is a reasonable
expectation that specific
subpopulations or groups would
have a particular interest in, or
would be affected by, an activity
of the data trust, there must be
direct engagement tailored for
that subpopulation/group

Added the requirement to engage and
involve affected groups at key decision
points.

Note: the revised min specs use the language “data trust, data repository, or data collaboration” instead of relying on an uncommon
interpretation of the term “data trust.”
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