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Supplementary Appendix 1

Supplementary Figure 1: Data Flow and Process for Brain-CODE Link (BCL) at ICES
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The detailed algorithm (Supplementary Figure 1):

1. OBI: Ontario Health Insurance Plan (OHIP) numbers
were entered into the Subject Registry at Brain-CODE
over several years. These values were encrypted using a
public key in the browser via JavaScript, and only the
encrypted text left the user’s computer to be stored in
Brain-CODE. The encryption technique is such that the
encrypted text is highly-variable, even if the same OHIP
number is entered repeatedly. For a specific linkage
study, a set of test subjects within Brain-CODE was
identified for linking. Their encrypted OHIP numbers
were extracted and paired with randomized subject
IDs (RandID_A) via the ‘link-randomize’ utility of the
BCL package, while the original participant IDs were
retained on the central system. This extracted data
was transmitted to ICES via the Axway secure transfer
system.

2. ICES - Research and Analysis department (R&A): A
cohort of potential individuals was identified and their
encoded OHIP numbers (called ICES Key Numbers or
IKNs) extracted from ICES data repository. This list
was passed to the group ‘PPRL1’, which represents the
group of individuals within the ICES Data Quality (DQ)
team that are only permitted to work with encoded
information.

3. ICES – Data Quality (PPRL1): PPRL1 assigns a random
ID (RandID_B) to each IKN and passes the two
variables to the group ‘PPRL2’. The PPRL2 is the
group of individuals within Information Management
(IM) team that are authorized to view and process direct
personal identifiers (DPI), such as the OHIP number. To
respect the privacy-preserving aspect of the process the
creation of random ID must not be shared with PPRL2.

4. ICES – IM (PPRL2): PPRL2 group decodes IKNs to
raw, original OHIP numbers. The raw OHIP numbers are
then encrypted in BCL using the public key (provided by
the ‘Match Party’). The resulting file (File B) is ready

for the Compare Process. The PPRL2 group will import
File A and File B into the BCL application to create
the Compare file. The Compare file which will be a
Cartesian match product of file A and file B will contain
RandID_A, RandID_B, and the differences (generated
by the software). When the size of the compare file
is greater than the size limit of an Axway transfer, an
adequate number of splits must occur and steps 4 and
5 will need to be repeated iteratively.

5. Trusted third-party (CS): The difference file was
transferred securely via SFTP to an autonomous server
run by a trusted third party. Once the file transfer
was complete, the file integrity was verified by the
server, which proceeded to run the Link utility ‘link-
match’ against the encrypted differences, decrypting
these values using the Brain-CODE secret key. When
decrypted, the values were either 0, indicating a match,
or a random value, indicating a non-match. An output
file consisting of the lists of matched ID pairs is created
by ‘link-match,’ which also creates a flag file when the
run has finished.

6. ICES – IM (PPRL2): The PPRL2 group receives the
encrypted MatchFile via Axway and passes it to the
PRL1 group.

7. ICES – DQ (PPRL1): The PPRL1 group retrieves the
study subject IKN by merging with the RandID_B and
posts the file directly to the project folder.

8. OBI: OBI sends the clinical variables (attributes file) for
the matched RandID_A (received from CS) to ICES via
the Axway secure transfer system.

9. ICES – IM (PPRL2): The PPRL2 group receives the
attributes file(s) (clinical variables) and makes them
available to the project team through the ICES Data
Repository. This attributes data will be linkable to ICES
repository by the research team through the crosswalk
posted under project folder in step 6.
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Supplementary Appendix 2 – DOC Screen
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Supplementary Appendix 3 – DOC Case Report Form
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