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Objectives

This study evaluates low-fidelity synthetic data’s benefits,
costs, and utility for data owners and Trusted Research Envi-
ronments (TREs). It examines financial implications, opera-
tional efficiencies, and governance challenges, informing best
practices for scalable and ethical synthetic data production.
The findings will provide actionable insights for the entire re-
search ecosystem.

Methods

A mixed-methods approach evaluated synthetic data adoption
among data owners and TREs. A literature review synthe-
sized best practices, ethical considerations, and technical chal-
lenges. A survey assessed data owners’ perceptions, readiness,
and financial concerns. Using semi-structured interviews, pol-
icy analysis, and standard operating procedures (SOPs), case
studies were conducted with existing synthetic data produc-
ers to examine frameworks, governance, and cost structures.
Focus groups with TRE representatives explored operational
challenges, security risks, and policy gaps. This research was a
jointly funded initiative by the Economic and Social Research
Council (ESRC) Data & Infrastructure Programme and ADR
UK, conducted by UK Data Service.

Results

When submitting this proposal, the study was ongoing and due
to conclude in April 2025. Preliminary findings highlight that
financial constraints currently hinder synthetic data produc-
tion. Limited dedicated funding leads organisations to explore
collaborations and process optimisation.

Key challenges include data quality assurance, regulatory
compliance, and the lack of dedicated training. Improved
data access shows efficiency gains, but legal uncertainties slow
adoption. Organisations vary in synthetic data sharing and li-
censing approaches, balancing openness with (perceived) risk
management.

Future efforts focus on sustainable funding, standardised
governance, automation, and bridging expertise gaps. Ad-
dressing public misconceptions and defining set governance

frameworks remain priorities. Organisations continue evaluat-
ing the feasibility of synthetic data with a view to expanding
its role in research, policy, and innovation.

Conclusion
Synthetic data offers significant potential for secure data shar-
ing and privacy protection in an ever-evolving data land-
scape. However, governance inconsistencies, financial con-
straints, and public trust remain key barriers. Standardized
policies, improved documentation, and cross-sector collabora-
tion will ensure scalable, ethical, and impactful synthetic data
adoption across research and industry.
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